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project/
—— package. json
— .env
—— .env.example
—— scripts/

L— init-db.js
— src/

server.js
— config/
L— db.js
— middleware/
L— auth.js
— routes/
— auth.js
—— posts.js
—— users.js
— public/
— up loads/
— db/

" L— database.db
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express-auth-tutorial/

—— package. json
— . env
—— src/
— server.js # XA —N—"T71)
—— config/
L— db.js # T—RAN—IRE
— middleware/
- auth.js # BREEI FILo T
— routes/
- auth.js # BORLREED )L — k
—— scripts/
L jinit-db.js # DBY¥IRA{LX 1) 7 &
db/ # SQLiteT — X N— X IEHK
—— public/ # BT 71
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npm init -y

# BANBRNY T—2
npm install express dotenv cors helmet

# FORLPHED/INY T —2
npm install jsonwebtoken bcrypt express-validator

# T—RIN—ZBE (SQLitefFH)
npm install sqlite3

# BARB/NvT—

npm install --save-dev nodemon
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mkdir -p src/{config,middleware, routes}
mkdir -p db scripts public
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envziRE

# T—HAN—IETE
DB _PATH=./db/database.db

# JWTERTE
JWT_SECRET=your -jwt-secret-key-change-in-production

¥ 7T —o 3 %FE

NODE_ENV=development
PORT=3000
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scripts/init-db.js

const sqlite3 = require('sqlite3').verbose();
const path = require('path');

const fs = require('fs');

const dotenv = require('dotenv');

/] RIBEBOZAAH
dotenv.config();

/] T=AR=2FT1 LT ~UDIER

const dbDir = path.join(__dirname, '../db');

if (!fs.existsSync(dbDir)) {
fs.mkdirSync(dbDir, { recursive: true });

}

/] T—BRR—Z/NR
const dbPath = process.env.DB_PATH || path.join(dbDir,

// T—RAR—ZO{HAL
const db = new sqlite3.Database(dbPath);

console.log('Initializing database...');

db.serialize(() => {
// A—Y—7—=T)
db.run("
CREATE TABLE IF NOT EXISTS users (

id INTEGER PRIMARY KEY AUTOINCREMENT,
user_id VARCHAR(50) UNIQUE NOT NULL,
email VARCHAR(255) UNIQUE NOT NULL,
password_hash VARCHAR(255) NOT NULL,
created_at TIMESTAMP DEFAULT CURRENT_TIMESTAMP

)
)i
console. log('Database initialization completed!"');
1)
db.close((err) => {
if (err) {
console.error('Error closing database:', err);
} else {
console. log( 'Database connection closed.');
}
1)

Y@ 2025/07/18
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src/config/db.js

const sqlite3 = require('sqlite3').verbose();
const path = require('path'");
const fs = require('fs');

/] T=ER=T4 LU~ DIEK

const dbDir = path.join(__dirname, '../../db');

if (!fs.existsSync(dbbir)) {
fs.mkdirSync(dbbDir, { recursive: true });

}

/! FT=BEAR—=Z/NR
const dbPath = process.env.DB_PATH || path.join(dbDir, 'database.db');

/] T—BER—=AVRE> ZDIER
const db = new sqlite3.Database(dbPath, (err) => {
if (err) {
console.error('Error opening database:', err);
} else {
console. log('Connected to SQLite database');
}
1)
// Promise N—ZX®D4 T!)EHK
const query = (sql, params = []) => {
return new Promise((resolve, reject) => {
if (sql.trim().toUpperCase().startswith('SELECT')) {
db.all(sql, params, (err, rows) => {
if (err) reject(err);
else resolve({ rows });
1)
} else {
db.run(sql, params, function(err) {
if (err) reject(err);
else resolve({
rows: [{
id: this.lastID,
changes: this.changes

}
1

module.exports = {
query,

db
FrumE 2025/07/18
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DBD#JHEAML,

node scripts/init-db.js
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$ node scripts/init-db.js
[dotenv@l7.2.0] injecting env (4) from
Initializing database...

Database initialization completed!
Database connection closed.

F Y@ 2025/07/18
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['.env.local',

".env'] })
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src/middleware/auth.js : JWT&EREIE

const jwt = require('jsonwebtoken');

const JWT_SECRET = process.env.JWT_SECRET || 'your-jwt-secret-key-change-in-production';

/7 IWT k=20 > DHERL
const generateToken = (user) => {
return jwt.sign(
{
id: user.id,
user_id: user.user_id,
email: user.email
+
JWT_SECRET,
{ expiresIn: '7d' }

’

}i

// BREEI RILU T
const authenticateToken = (req, res, next) => {
const authHeader = req.headers['authorization'];
const token = authHeader && authHeader.split(' ')[1]; // Bearer TOKEN

if (!'token) {
return res.status(401).json({ message: 'EREEL—UVHMETY' });
}

jwt.verify(token, JWT_SECRET, (err, user) => {

if (err) {
return res.status(403).json({ message: 'b—IVHEHTIT"' });

}
req.user = user;
next();

1)

3

module.exports = {
generateToken,
authenticateToken

&5 pu[E 2025/07/18
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src/routes/auth.js

const express = requirel
t = re

const beryp
const jut =
Const 1 body,
const db =

const { gener

const.router

791

1, async (req, res) =>

ry
71 50—y

require('jsonwebtoken’);

y, validationkesu Fequire("express-validator’);
equire("../config/db

rateToken'} = reauire(*../niddlenare/auth’);

xpress.Router();

EnalL().nornalizeEnail

isLength({ min: 3 }).natches(/Ala.
s TSR DR 7S 7

190
validacionesute(rea);

5f (rerrors. 1senpty

return

Tes-status 0o} 3son({ errors: rrors.aray() 2);

const { enail, password, user_id } = req.body;

/7 2~

Const extstingl wait
ISELECT 1d FRDH users WHERE onail = 7 OR user id =
)

[email,
¥

oAy
ab.query(

if (existinguser  rows. length > ) {
1 res.stabus(ado). Joon(¢
X1l

mossage:

i

AP RLRE R~ — MBI RS NTUET "

1 AT FDIy S

const hashedpassword = await berypt . hash(password, 10);
/ 3-y—ofes

const_result = await db.quer)

"INSERT
(email,

/1 L

const newser

"SeLECT

{user1d)

%

¥(
INT0 users (enail, password_hash, user_id) VALUES (7, 7, )",
hashedPassword, user. ad)

rrd =

esutt.rous[0].id;

Emiy
avait db.query(
56, enail, user-ia FRoM users wERE 1d

[0];
const token = generateToken(user);

rep seatus(aen) gaongg
3%

enail;

BRHRTLELE

id,
“User-enait,

user_id: user .user_id

)
i

3 caten (error.

Console.er

) <
ror(*signup error:, err

or)
res_status(590). json({ message: 'Y—/{-TS—HRELELE' ));

i

VA-Cat

router post('/tog
body Lo

Body passio

RN mtEmuly()

1, sy (rea, e

¥ (rerrar:

validationResult (rea);
< ssEmpty(

e TR StatA(I00) sson(( errors: errors.array() 0);

const { user_1d, password } = req.body;

conse resutt

ry(
T 1d, enail, user_id, password_hash FROM users WHERE user_id
, foserid)

i (rosutc

const user

5
= avait db.quer

rous. lenge

o)
SR atenti0n) Json({ message: 'A—Y—IDRRI/RTI—KNELLBOEEA" });

= result.rows[o];

. oRiE
Const’ isvalid = await borypt.compare(password, user password_hash);

turn res. status(401).json({ message: 'A—Y—IDEAI/RI—KHELCBDELA" });

consttoken

= generateToken(user);

res.json({
nessage: ‘DU VIHILELR",
token,
user: {
30: user.id,
enail: user.email,
user id: user.user id
i

3 caten (error.
SN g ey erron);

b
»ni

%
Touter aueipoersty', (req,

on(( message: > L)

res) = {
onstauteader = req.headers(authorization'1;

oken

i (1token;

= authHeader 44 auchieader . split(’ 1)[1];

) €
return res. status(401).json({ valid: false });
3

3wt .verify(token, process.env. JWT_SECRET, (err, user) => {
if (err)

return res. status(401).json({ valid: false ));

res.json({ valid: true, user ));
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src/server.js : XA 2 —/N\—T 71 JLDIERK

const express = require('express');
const path = require('path');

const helmet = require('helmet');
const cors = require('cors');

const dotenv = require('dotenv');

/! RREBDF:HAH
dotenv.config();

const app = express();
const PORT = process.env.PORT || 3000;

// ERILITTDRE

app.use(helmet({
contentSecurityPolicy: false,
crossOriginEmbedderPolicy: false,

)

app.use(cors());
app.use(express.json());
app.use(express.urlencoded({ extended: true }));

// T 7 A ILDOEE
app.use(express.static(path.join(__dirname, '../public')));

/] = —DA VK-
const authRoutes = require('./routes/auth');

// API)L— Lk DFRE
app.use('/api/auth', authRoutes);

// TZ—=N\YRU>Y
app.use((err, req, res, next) => {
console.error('Error:', err.stack);

res.status(err.status || 500).json({
message: err.message || 'Internal Server Error',
...(process.env.NODE_ENV === 'development' && { stack: err.stack })
1)
1)

// 404NV RS —
app.use((req, res) => {

res.status(404).json({ message: 'Not Found' });
1)

// F—IN—E

app.listen(PORT, () => {
console. log( Server is running on port ${PORT});
console. log( Environment: ${process.env.NODE_ENV}");

i
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package.jsonD&E

{
"scripts": {
"start": "node src/server.js",
"dev": "nodemon src/server.js",
"init-db": "node scripts/init-db.js"
h
b
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npm run dev
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« http://localhost:3000 (IC77 AL THAFL LD !
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CurlDJITXbZEMNMTBREELE. S5 —DOCL(AT ROV
7 FX®PowerShel)ZH5—2iII6 LEIFX T,

Curl DEXF I

curl -X [GET|POST|PUT|DELETE] [URL] [-H "Content-Type: application/json"] [-d '{"key": "value"}']

T
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curl-HA 7> 3 > TIEE TE S E 4L Content-TypeldIA TO LS BHDAHD £
FTVr—> 3 VpEE

application/json: JSONT—%

application/xml: XMLFT—%
application/x-www-form-urlencoded: 7#—L7T—%
application/octet-stream: N1+ UF5r—4&
application/pdf: PDFZ7 71 JL

application/zip: ZIP7 71 )l

T* X MESE

<div class="tiny-text">
text/plain: 7L—>7FX
text/html: HTMLT—%&

text/csv: CSV7Z 7-1I)L
text/javascript: JavaScript7 71l

M5 2025/07/18
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<ILF/N— NEEE

multipart/form-data: 777y 7O— RERICK <EHE
multipart/mixed: BDI> TV RATZ2ZE

X T+ 7EaE

<div class="tiny-text">
image/jpeg: JPEGA X—
image/png: PNG1 X—
image/gif: GIFA X—
audio/mpeg: MP3&/E
video/mp4: MPA4FEjE
</div>
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curl -X POST http://localhost:3000/api/auth/signup \
-H "Content-Type: application/json" \

-d '{
"email": "test@example.com",
"password": "passwordli23",
"user_id": "testuser"

}I

ZPU[o] 2025/07/18
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L 2R > Rl
{
"message": "A—H—FE&HATTLELI",
"token": "eyJhbGci01JIUzIINiIsSInR5cCI6IkpXVvCJ9...",
"user": {
"id": 1,
"email": "test@example.com",
"user_id": "testuser"
h
ks
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OJ4 >

curl -X POST http://localhost:3000/api/auth/login \
-H "Content-Type: application/json" \

-d '{
"user_id": "testuser",
"password": "passwordl23"

}I
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= DERKRTOEXR

const jwt = require('jsonwebtoken');

// 1. =Ly bhF— (T—N—TFHHN>TVDB)
const JWT_SECRET = 'your-super-secret-key-12345";

/] 2. b=OUICEDHBT—H
const userData = {
id: 1,
user_id: 'testuser',
email: 'test@example.com'

b

// 3. b=U>DEK

const token = jwt.sign(

userData, // RAO—KRTF—4&
JWT_SECRET, /] =Ly kF*—

{ expiresIn: '7d' } // #7>3> (7EHEEX)
)

console. log(token);

- // eyJhbGci0iJIUzIAIN1iISInR5cCI6GIkpXVCJ9. ..
£ P4[g] 2025/07/18
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BICLI—%—TH. ATAVTRILUICELD b= D ERINFT T,

{
nid"- 1’
"user_1id": "testuser",
"jat": 1705123456, // <« nHEEZHZ FREEA)
"exp": 1705728256 // - "hbEEZDHLS (HIFR)
}
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http://localhost:3000/api/users/me DIFERZhtmMITHAAT IDICT D &, (OF
AL TVWBRI—H I —EHRER—JELTRRTESRLDICEDF
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src/routes/users.js

const express = require('express');
const db = require('../config/db"');
const { authenticateToken } = require('../middleware/auth');

const router = express.Router();

// BEOI—Y—EHREE GRBEIHE)
router.get('/me', authenticateToken, async (req, res) => {
try {
const query = °
SELECT id, user_id, email, created_at
FROM users
WHERE id = ?

const result = await db.query(query, [req.user.id]);

if (result.rows.length === 0) {
return res.status(404).json({ message: 'A—H—DEONDFEA"' });
}

const user = result.rows[0];
res.json({
user: {
id: user.id,
user_id: user.user_id,
email: user.email,
created_at: user.created_at

}
1

} catch (error) {
console.error('Get user info error:', error);
res.status(500).json({ message: 'H—N—IZ—DEELFLE' });
}
1)

%m@ 2\85%1/6.?7&?%%5 = router;
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src/server.js

// =R —DA >iR— bk
const authRoutes = require('./routes/auth');
const usersRoutes = require('./routes/users'); // &N

// API)L— hDFEE
app.use('/api/auth', authRoutes);
app.use('/api/users', usersRoutes); // E/I

ZPU[o] 2025/07/18
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TABR

# OJA2LTh—02 %2805 (CORAITS—HHEHINBZVDTHREORMADHDH'D)
TOKEN=$(curl -s -X POST http://localhost:3000/api/auth/login \

-H "Content-Type: application/json" \

-d '{"user_id": "testuser", '"password": "password123"}' \

| grep _O llltokenll:ll[/\ll]*l | grep _O I[/\ll]*$l)

4 I ST —ERE RS

curl -X GET http://localhost:3000/api/users/me \
-H "Authorization: Bearer $TOKEN"

M5 2025/07/18
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public/login.html O > > Y RE->THB

<1DOCTYPE html>
<htnl lang="ja">
<head
Smeta charset="uTF-3
<meta name="viewport" content="
tlemor o titie
<style>
body {
font-family: Arial, sans-serif
max-width: 400px
margin: 50px auto;
padding: 20px;

width=device-width, initial-scale=1.0">

}

~form-group {
margin-bottom: 15px

label {
display: block;
margin-bottom: 5px;

}
input {

width: 100%;

padding: 8px;

border: 1px solid #ddd;
border-radius: 4px;

}
button {
width: 160%

bacquound co\or‘ #007bFT;
color: whity

border: non e
border-radius: 4px;
cursor: pointer;

}

button:hover
background-color: #0056b3;

Lerror {

color: red;

margin-to

10px;

-success {
color: green;
margin-top: 10px;
}
</style>
</head>
<body>
<h2>07A Y</h2>
<form id="loginForn">
<div class="form-group">
<label for="user_id">1—#—ID</label>
<input type="text" id="user_id" required>
</div>
<div class="for-groupt>
Slabel for="password">/ 127 i</ Label>
cinput [ypesvpasewords idevpassword® required>

3

div:
Sutton type="submit>01 S</but ton
</form>

<div id="message"></div>
<script>
Const API_BASE URL = '/api'

QAT A (U L B GO (i H6 (s () =
e.preventDefault();

const userId = document.getElementById('user_id').value;
const password = document .gete LementById( " password').value
const messageDiv = document . getelementById('message

t
7 e response = await fetch(’${API_BASE_URL}/auth/login’, {
method: 'POST'
headers:
"Content-Type': 'application/json’
}
body: JSON.stringify({
user_i 1d,
password: password
H
Hi

const data = await response.json();
1t (response ok) {
r—2 EO-NLZ R L—SICRE
localStorage setItem('auth_token', data.
localStorage. setTten( *user info",  JSON. 5t ringtfy(data.user));

messageDiv. innerHTHL =
17 MRV LT
setTimeout (

wil

=T
ndow. location.href =
3, 1000);

'<p class="success">0% 1 VHI ! </p>';

1
messageDiv.innerHTHL = “<p class="error">${data.message}</p>";
} catch (error)

{
messageDiv.innerHTML = '<p class="error">%y hJ—2 T

—HELE LTe</p>';

i
</script>
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7274 (Client) t#—/\— (Express.js)

1. GET /mypage/ ----------------mmmmmmm oo - > |
SRRl L. EBODHTTPU IR b) |

|

|

|

| mypage.htmlzF v ¥
| - BRI BIRR—T
|
|
|
|
|

<--- 2. 200 OK (mypage.html) --------------------- |
772 L JavaScript CTaestF T v ¥ |

[ 7S5 UH TJavaScriptEiT] |
if (!localStorage.getItem('auth_token')) { |
window. location.href = '/login/'; |

S |
| 3. GET /login/ ----------c-cmmmmmm e e e - > |
| (VEALI ) |
I |
| <--- 4. 200 OK (login.html) ---------------------- |
|
I
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2. OY 1 hg

7> 7% (Client) % —/\— (Express.js)
|

|
[A—HY =BT +—LICAA] |
- user_id: testuser
- password: password123 |

5. POST /api/auth/login ------------------------- >
Content-Type: application/json |
Body: {

"user_id": "testuser", |
"password": "password123"
} |I
[T —/N—5112]

1. UIIRMRT« &
2. TAR=RTIA—H—&R
SELECT * FROM users

WHERE user_id = 'testuser'

3. N7 — RIREE

bcrypt.compare(password, hash)

4. IWTHERL
jwt.sign({

user_id: 'testuser',

email: 'test@example.com'

}, SECRET, {expiresIn:
RBoco Bo 200 @R (ISEN) coccscocccssosscsscsssssssoos

"message": "OJA VICHRIILELE", |
"token": "eyJhbGciO0iJIUzI1NiIs...",

"user": {
"id": 1, |
"user_id": "testuser", |
"email": "test@example.com" |
} |
|

}

[FZ9HTr—U 2 1R%E] |
localStorage.setItem('auth_token', response.token); |
localStorage.setItem('user_info', JSON.stringify(response.user)); |

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
| id: 1,
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

| 7. GET / =-m e e > |

| (VEALI K to X1IR=) |

| |
| <--- 8. 200 OK (index.html) --------nmumommmaannn

|
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3. EEENBERAPINDTIER

7S (Client) #—/\— (Express.js)
|

I
[JavaScript TAPIMEOUMH L] |
const token = localStorage.getItem('auth_token'); |

9. GET /api/users/me -------------------~-~-—-~--—-- > |
Authorization: Bearer eyJhbGciOiJIUzI1NiIs... |

|
[EREES RILY = 74A0LEE]
authenticateToken()
1. AYE—H5 =T VEUG
Bearer eyJhbGci...
2. b= %R
jwt.verify(token, SECRET)
3. MREERLTH
req.user = {
id: 1,
user_id: 'testuser',
email: 'test@example.com',
iat: 1705123456,
exp: 1705728256

}
4. next() TROMEA
|
[L— kN> RS0
router.get('/me', ...)
req.user HMFER S !

<--- 10. 200 OK (JSON) -=----m-mmmmmmmmmmommooooo [

|
"user": { |
"id": 1, |
"user_id": "testuser", |
"email": "test@example.com", |
"created_at": "2024-01-15T10:30:00.000Z" |
} |
} | I
[JavaScript TDOMEHT] |

document.getElementById('username').textContent = user.user_id; |
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Moy —EXO7HoO>bTOTA T BEHEATY,
GoogleTOZ 1 > ITGitHubTOU 1> BENRINT,
X1)w

INZAT—RZFLLIESLLTLWL

EETIZ3—EXRICERIEEEESND
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Google® O 1 VEIEICEH
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AL Al OAuth2.0

H—EXDOAUthOY 1 > BIRICIZEEHL D £ A D

APIDEREER YT, —EI—¥llond14>x217W\W. b= % H—N—|IXB LT
SRl Z (T D HED DD T35

Twitter(X)DAPHE C DA ZFIA L TWLWE T,

FLLIEZCBEoDRAAGSHEREDAX—IUHHEIPTVEENE T,
https://www.authya.com
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e Google
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e Apple
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e GitHub
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e Azure AD

e instagram
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BASICEREEE & ?

=bH /7°)l/7§~munE7'7_T’C ER
A—HY - NATD—FRZzHLEEEL XY,

S

HTTPAw A —|CEREFEHRZE S5 D

Base64TI>1—FK (BBSETIEAHRWV) - HTTPSZFBHITI3HNELRHD £,
B HFEATEREDHBETID., IHETRZEHEICRRELHD X9,
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JWTIXE ZICoOh ?

750 DGE

localStorage - JavaScript CRECIR R 3
sessionStorage - X 7z L D EHA S
Cookie - H—/N\—|CBEXE TN
curlDiFzE

S LEMICRELET
TSUFBBLOT, XEY LTHIE
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2 FA(:-EX E B/t |:|.|-.E) D E*E\

1. SMSEREE
%EE%:*I"? i ey I\ 75: 1|:|

2. EFET7 7 (TOTP)
Google Authenticator® Authy 7k &
30 T LICE D B6HT DT
(754 >THERDB)

3.N—FRJxTT7F—
YubiKeyZk EYIEER 7% 7 /N1 R
mOEZELH. JXHEL

4. Passkey
1 -lj. ®§E1$WL\EE|E$E%1§9TEIL\E
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DBORREY 7 bz 7 2EAT S L EF

e MySQL Workbench
e SQLite Browser

DB Browser

DBeaver

Metabase
pgAdmin (7 5 U TDBZ MR 9 % / PHPORFE TAR)
Grafana(Bl / A 27 R—RY—JL)
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Mac®DSafariD B TlddH 3 h'. FEHERINBIEEEDOENEHANREBELRIZELHI3Hh D LNFEE
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HE&8AAD NKAT—FK - E tFXaVU7rs FSANY— Web¥abh TFOT7AI BEEHE Fi FAROw/X

(Q B® )
F-A—=3gv
() Scroll-driven Animations 7LEa1—kK
() Web Animations 'overallProgress' property 7 A N ETRERR
() Web Animations custom effects 7T A N ETRERR
() Web Animations custom frame rate 7 X b ATRERR
Image Animation Control RERR
View Transition Classes ZER
View Transition Types B ER
View Transitions RER
ZErY[a] 2025/Q7/18  c©sS
() €SS 3D Transform Interoperability for backface-visibility A =




WET — BN KINARS
K = — (SR

A2

FileAPIDMTIT B D TIlZ...?

HTTP(S) TEDL T IC. T 5T file:// ZE>ThtmZzRRLTA—AILDT—&
% i85 775

HAWIO—AHILT7TVELTH.exe&E LTNAVRILTBZETGUIREST=D EIED
[GUVMEENTEZ 5,

ZPU[o] 2025/07/18

68



BET — XA MARE
gtz +— (SRR)

BN LIcE5E

Docker&{RZE8H —/N—FE2AFd WebZ I AX—&I VS ZTDEEDIIHE BH
HKBREEBEHAIR-1>TLRT VIR

EDBH SRR Web> AT LOHEFIE | HIEBOOKTFZ X
JavaScript 1— R L > P& | HifisEemet

F Y@ 2025/07/18

69


https://book.impress.co.jp/books/1121101138
https://book.impress.co.jp/books/1121101138
https://bookplus.nikkei.com/atcl/catalog/23/08/30/00965/
https://gihyo.jp/book/2019/978-4-297-10368-2

